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WHAT?

A real life experience

started with a security check on a
production system

found a critical security pzroblem
what 1f exploited?

how to detect it and mitigate risk?
how to respond?

Lab lab lab
Murphy Law? “Nun te temo”
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The root cause
or
how we deliver projects
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[ often | always ] The Business etc etc

Security



Vs

What the fuck is securlty

SECURITY
BY DESIGN

How to ignore it and deliver your project

orly.coloncapitaip.com

If you don’t have security since the beginning
of your projects (ideal) probably you’ll have
security issues
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Security Checks



If you are lucky enough to have an effective

Security process somewhere 1n your company

there 1s a chance you intercept the project
before goes live

THIS IS NOT OUR CASE

We knew about this system (web application)
only after the IT dept. deployed it
and is actively used by the users
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Schedule a Penetration Test to check
for vulnerabilities on the target system
hopefully in a test environment

Demo time: exploit the RCE

Windows (C:) > www

Mozilla Firefox

@ cs-win

B./ MineMeld Producer

Cyber Saiyan @ Codemotion Rome

@ PROXY [ CSLA8
Upload file effettuato:

Super Secure upload form

Sfoglia... Nessun file selezionato. Upload

. @O9O :
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RCE - Remote Code Execution -
1s one of the worst vulnerabilities
- High Critical -
and needs to be fixed asap

BUT PATCHING AND
VALIDATION TAKES TIME

This means that until we fix the i1issue we are
exposed to an HIGH RISK and we can

> shutdown the system until we fix
> mitigate the risk and keep system online
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Mitigate the risk



Undexstand your scenario and
collect relevant logs
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Context: IIS Web

> collect the logs

> send to a central log

server + ASPX on

Windows

collector

> analyze logs while problem happens
> find a pattexn

Demo time: collect relevant logs

Ms

Home  Condividi Vi

isualizza

“ 4 | > QuestoPC >| Windows (C:) > Programmi > SplunkUniversalForwarder > etc > apps > TA-webserver-llS > default
Nome - Ultima modifica  Tipo
s Accesso rapido -
B Desktop . | inputs.conf 3 File CONF
& Download @ Rt a5 |
(. DocumiEnti Eile_Modifica Formato Visualizza
&) Immagini [monitor://C:\inetpub\logs\LogFiles\W3SVC1\] |
= LinwdScrivania (\VBoxSvr) (Z:) sourcetype: = uindows::11s
= | wasve - o x
Home  Condividi __ Visualizza (2}
# >| Questo PC > Windows (C}) > inetpub > logs » LogFiles > W3SVC1 v VAN
A Nome Ultima modifica Tipo Dimens|
550 rapido
] u_ex190318.10g Documento di te
ktop -
[5 u_ex190318 xlog Document
mload o [ u_in1903181og Docum
ument 7 u_in190319.0g Document
nagini *
wScrivania (\VBoSvr) (Z)

2 New Search

index=* sourcetype="windon

Events (17) Pattems Statistics
Format Timeline v —Zoom Out
vo e
Dimensione
1k8 U
< Hide Fields = All Fields :
>
Selected Fields

sourcy

Interesting Fields

17 events (3/19/19 6:00:00.000 AM to 3/19/19 6:00:00.000 PM)

Visualization

Time
3n9n9
1:28:24.000 PM

31919
1:28:24.000 PM

31919
1:28:16.000 PM

Event
192.168.56.1,
ENAVIF002799
192.168.56.1,
ENAVIF002799
192.168.56.1, -,
ENAVIF002799

-, 3/19/2019, 13:28:24, W3SVCI,

-, 3/19/2019, 13:28:24, W3SVC1,

C:\inetpub\logs\LogFiles\W3SVC1\u_in190319.log windows:iis

ENAVIF002799, 192.168.56.6, 244, 2166, 767, 302, 0, POST, /save.aspx, -,

Cilinetpub\logs\LogFiles\W3SVC1\u_in190319og windows:iis
3/19/2019, 13:28:16, W3SVC1, ENAVIF002799, 192.168.56.6, 1, 327, 0, 404, 64, GET, /favicon.ico, -,

Calinetpubllogs\LogFiles\W3SVC1\u_in190319.log windows:iis

_in190321.log

_in190321.log

= windows:iis

= windows:iis

ENAVIF002799, 192.168.56.6, 44, 418, 613, 200, 0, GET, /upload.aspx, error=0&file=ws-new.aspx,

F99, 192.168.56.6, 41, 444, 602, 200, 0 GET, /upload.aspx, error=0&file=ws-new.aspx,

y99, 192.168.56.6, 4, 2188, 767, 302, 0, POST, /save.aspx, -,
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Write your own detection rule

B~

identify pattern unique fields
few false positive

schedule a search for the pattern
create an alert

risk mitigation

V V V VvV V

Demo time: detect exploit attempts

Azioni di allarme

Ricerca
[ Fare clic per modificare le azioni
I index=* sourcetype="windows::iis" ("GET" AND "/upload.aspx" AND "file=*.aspx") | stats count by file I invia amiail
Descrizione Abilita
Try to detect an ASPX|webshell upload Aggiungi a RSS
Esegui come Abilita
0 Propriet Utent " '
@ Ulteriori informazioni Esegui uno script
Intervallo temporale Abilita
Inizio Fine Nome file dello script shell da eseguire *
-5m@m now create_ticket.sh
lunk esegue lo script da SSPLUNK_HOME/bin/scripts,




Respond to the incident






Catch it

> test the attack

> gdet notified on the service desk
> show attack details

> react

Demo time: test the attack

mar 2019, 09.00.01, CET
: /opt/splunk/etc/apps/CyberSaiyan/bin/scripts/create_ticket.sh
1

: index=* sourcetype="windows::iis" ("GET" AND "/upload.aspx" AND "file=*.aspx") | stats count by file

: index=* sourcetype="windows::1is" ("GET" AND "/upload.aspx" AND "file=*.aspx") | stats count by file

: CS webshell expolit
: Saved Search [CS webshell expolit] number of events(1)
: http://CS-SPLUNK:8000/app/CyberSaiyan/@go?sid=scheduler__admin__CyberSaiyan__RMD50499029d17e06047_at_1553241600_6

: Jopt/splunk/var/run/splunk/dispatch/scheduler__admlpEt s sl g
executing command /opt/CS/create_ticket.pl... New Tickets
SVARL = {

'ArticlelID’ => '51'; Al tickets (1)
'TicketNumber' => '2019032277000015"',

h TICKET# AGE TITLE
'TicketID' => '24'

Security event CS webshell expolit on 22/03/2019 09:
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At the end

securlity 1s an enablexr not a blocker
think secure since the beginning
ask for security requirements

OWASP TOP 10 for Web App
https://bit.1ly/27idWbXH

there 1s not a magic potion,
often security problems are
a chain of missing

controls/configurations

Cyber (g) Saiyan


https://www.google.com/url?q=https://bit.ly/2jdWbXH&sa=D&ust=1553350403973000&usg=AFQjCNHET5NDteMs4ehcH5VocOXlNqVfGQ

CYBERSECURITY CONVENTION
ROMA>28 SET_2019
Link Campus University

RomHack 2019
Call for Papers

www . romhack.io/cfp_en.html

E’ @merlosl1977 ﬂﬂ giovannimellini %4 scubarda.wordpress.com




